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WebDefentra

Solution Architecture
AI That Delivers

Web Backdoor Detection Reduction in False PositivesLighter Detection Engine

98.8% 8X 1/5

ACCURACY ELEVATED
 Deep learning model enhances 
malware detection for new and 

emerging web backdoor variants

INTELLIGENT ASSIST
Built-in LLM assistant 

analyzes threats and improves 
real-time reporting efficiency

SUPERLIGHTWEIGHT
Optimized engine operates 

without GPU acceleration, using 
only standard CPU resources

Advanced Detection Technology
✓ Pattern-based detection
✓ Real-time detection and response
✓ AI-powered detection

AI-Powered Analysis
✓ AI source code analysis for threat 

detection and detailed analysis 
reports for suspicious files

Cloud / Container Support
✓ Supports AWS, Azure, and Kubernetes
✓ 2017: Deployed in Samsung Electronics K8s
✓ Container detection via SideCar/DaemonSet
✓ Automatic Agent deployment to containers

Easy Management & Integration
✓ Remote agent management and 

updates
✓ Supports integration with monitoring 

systems, ESM, and email notifications
✓ SOAR & WebSocket integration APIs

Flexible Maintenance
✓ Supports customized maintenance and customer 

requirements

Resource Optimization
✓ Automatic CPU and memory usage 

optimization
✓ Operation possible on only 1% CPU

Proven Reliability
✓ GS Certification Grade 1
✓ 12+ years of web backdoor detection expertise

ZYON WebDefentra revolutionizes web security with AI-powered intelligence. Real-time web backdoor 
detection, file integrity protection, and comprehensive server defense work together to keep your web 
services running without interruption.

Industry-Leading Web Backdoor Detection
✓ Detects web backdoor, malicious URLs, and 

suspicious processes
✓ Detects website source code and data tampering
✓ Extensive deployment experience across 

financial and public sectors

WebDefentra

Key Features

WSS AI (Web Server Safeguard v3.0)

WARSS (Website Attack Restoration Security Solution)
Real-Time Web Defacement Detection & Remediation

Real-Time Web Backdoor Detection
WSS AI detects web backdoor and malicious URLs injected into web servers in real time, rapidly identifying and 
isolating threats through immediate, automated response.

Real-time web 
backdoor  
detection

& quarantine

Upon detecting unauthorized web modifications, WARSS blocks the attack and instantly rolls back to original 
resources-ensuring uninterrupted service continuity.

Pattern, hash 
value, heuristics, 

and AI-based 
detection

Seamless 
support for cloud 

scale-in and 
scale-out

Kubernetes 
support via 
Sidecar and 
DaemonSet 

architectures

Outpace evolving cyber threats with proactive detection and rapid, seamless deployment. 
WebDefentra is your all-in-one enterprise web security platform.

Minimized CPU 
and memory 

consumption for 
low-resource 

settings

Real-time 
defacement 
detection & 

instant recovery

Defends web 
source code, 

databases, and 
digital content

Seamless 
support for cloud 

scale-in and 
scale-out

Backed by 
long-term 

deployments and 
mission-critical 

references

Minimized CPU 
and memory 

consumption for 
low-resource 

settings

Installed on web servers / WAS / VMs
Detects web backdoor, malicious URLs, 
and personal information
Sends detection and filtering results to
Management Server
Compatible with all Unix, Linux, NT OS
environments suporting JDK 1.5+
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Installed on VM or physical server
Stores web backdoor detection logs
Supports remote access
Distributes Agent updates and
manages configurations
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Installed on admin PC
Controls detection, features, and overall
operation
Manages monitoring settings, remote control, 
configurations, users, statistics, and reporting
LLM-powered malicious file analysis
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