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BPF(Berkeley Packet Filter)

o 23HH HE +=Z0M SESHE WESZ Mzl EEHE 7|

. HESIT QIETO|AS SRt TS =ARSt0] TEHR

. HEYT M5 BT B0t I|S YIS 9%t BHOR A

o o

o M™MA A : /var/run/*pid EE= /var/run/*lock (0 byte)

» IHY HPH644, -rw-r--r--) 2l

= -

o A I EX A LIE M YYo=z =7t Y

OO0 o

ol
me
Fo

# HHO 1-1: *pid, *lock It =0l
$ sudo Is -1 /var/run/*pid | awk '$5 == 0 {print $9}'
$ sudo Is -1 /var/run/*lock | awk '$5 == 0 {print $9}'

$ sudo stat -c "%a %s %n" /var/run/*.pid /var/run/*lock 2>/dev/null | awk '$1==

44" && $2==0 { print $3 }'

# HHO 1-2 : Ot HoH(644,-rw-r--r--), It M =tol
$ sudo Is -al /var/run/<filename>.pid
-rw-r--r--. 1root root O Apr 28 03:17 /var/run/system.pid

= oo . grep BHO
o Y T MAYE AMIE Xt MY mAS MAGLICE

= [

o ™A thA: Jetc/sysconfig/*

o EYUZD:[-frodFC HE2 ] &g "ANAE H
. A 9F(HY) TH5H0| YD o)y M T4 £5 HH(8) U



# =20 2-1
$ sudo grep -Er "\[\s*-f\s+/[*]]+\]\s*&&\s*/' /etc/sysconfig/

/etc/sysconfig/test:[ -f [usr/sbin/smartadm ] && /usr/sbin/smartadm

#HHO 2-2: 2 0|+ = HHO| 2-1 0| HHEX| gt= B2
$ sudo find /etc/sysconfig/ -type f -exec egrep '\[\s*-f\s+/[*]]+\]\s*&&\s*/' {} +

3. BPF(Berkeley Packet Filter) M : s ==
o AAHRO| SEE BPFE Z32/5t0] o HIAE 4 R E HHYLICL
o ™A 7Hs A : Linux Kernel 3.2 0|4 + iproute2 4.0 0|4
o CentOS 6.x O[5} H{TO| M= =2l 271 > "3. RAW &2l AL =fel" HY

o MU AIZE  [EQ1] BPF ®H A3ZE : bpfdoor_bpf.sh

# 0| 3-1: MHHof| S5 BPF 2E 2Hl(H| A EHE 5 ©4)
$ sudo ss -Opb

# BPF ZE| L D42t (Magic Sequences) &9l > SN A= ZH oAl
# HHO| 3-2
$ sudo ss -Opb | grep -E "21139|29269|960051513|36204|40783"

# HHO| 3-3: HHO| 3-2Z =0l It A| AL
$ sudo ss -Opb | grep -EB1 "$((0x5293))|$((0x7255))|$((0x39393939))|$((0x8D6
C))|$((0x9F4F))"

. OMAC 2 Al L BPF 3 224 2%} Eol

[root@localhost /14
bpf filter : 0x28 48 30 0 0 23, 0x15 @ 5
2 0 8191, Oxbl @ @ 14 ) )3 . , Bx15 0 T 1
, Oxbl @ 0 14, Ix15 @ 23 , Ox50 @ 0 14, 6x15
0 20, x ¢

600 0 0 14, 9 0 bl & @ 14 5 @ 0 26,
x04 @ 0 26, OxOc 0 @ @, OxO07 @ 0 O, Ox40 0 0@ 14, 0x15 0 1
Ox06 0 0 0

4. RAW 2 *;“ AI‘ "?:'.I . Isof, ss HHO]
e "SOCK_RAW" "SOCK_DGRAM" A Z AI2FQl TZHAE HATIL|CL.
o QI(HY) 7tsdo| Y2B = o4 It Chat X3 HA(6) X YARA 7|8 HA(7) ER

o "IPtype=SOCK_DGRAM" gt 2ZI0| 2 22 FH0 He = Y
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o 1 BHO {2 = AAE W inode THE BM StE = 25t 50| EMELICE
o (EHALY) of2fl Ml 7tXIE 2HFTH FL0qTt

A
« (DReA/2 ot =1, (2)BPF M 21t g2, (3) RAW A2l H0f 4-1 21} i

# HHO 41
$ sudo Isof 2>/dev/null | grep -E "IP type=SOCK_RAW|IP type=SOCK_DGRAM" | a
wk '{print $2}' | sort -u | xargs -r ps -fp

uiD PID PPID CSTIMETTY TIME CMD
root 13851 1 0 Apr307? 00:00:00 dbus-daemon --system

# HHO| 4-2 : BHO 4-10|M TITHE[X] b= B2 ALE
# Linux Kernel 4.0 O| &0l B, inode £=0]| [}2} A|AE £} 75 =X
$ sudo awk '$4=="0800" && $5=="0" {print $9}' /proc/net/packet | while read ino
de; do sudo grep -r "ino:\s*$inode" /proc/*/fdinfo/ 2>/dev/null | awk -F/ '{print
$3}' | sort -u | xargs -r sudo ps -fp; done

uiD PID PPID CSTIMETTY TIME CMD
root 4162 1875 012:31? 00:00:00 /usr/sbin/smartd -n -q never

# HHO| 4-3:ss FHO| 7| 2243 HY

$ sudo ss -apn | grep -E ":1[:6 |17

udp UNCONNO O 0.0.0.0:1177 0.0.0.0:* users:(("/usr/libexec/ha",pid=36
5141,fd=4))

tco UNCONNO O 0.0.0.0:6 0.0.0.0:* users:(("/usr/libexec/ha",pid=36
5141,fd=3))

. oy mENAS T Y

» (OIAl) /dev/shm/kdmtmpflush (deleted)

# HHO 4-4
$ sudo Is -1 /proc/<PID>/exe

Irwxrwxrwx. 1 root root 0 May 100:28 /proc/13851/exe - [dev/shm/dbus-srv_bin

XHE 718t =& HA(6) === YARA Rule 7|8t MA(7)22 AdHIE O{EE SolgfL|LCt.

HO
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# FF0] 51

$ sudo ./bpfdoor_env.sh ([EQ2] ATZE AI)

[*] Starting BPFdoor environment variable manipulation detection...

Target : HOME=/tmp, HISTFILE=/dev/null, MYSQL_HISTFILE=/dev/null

Warning: Process with all suspicious environment variables detected (PID: 4076)

- root 4076 4075 gmgr -l -t fifo -u

. oY ZENAC T FRE Brolgict,

# HHO| 5-2
$ sudo Is -1 /proc/<PID>/exe

Irwxrwxrwx. 1 root root 0 4& 28 12:31 /proc/4076/exe - [dev/shm/smartadm
o EXIE 7|8 xF MA(8) E= YARA Rule 7|8t HZ(9)C 2 AHIAL ({EE =HOIBHLICE,
6. 59 EE stol U HEY3 FH|S 0|8 A HY
o (1) EE HERYI ZE(port)E AHESt=X| MATLICL

o port:42391~43390, 8000

o 1 22T(HY) Itsd0| A= oy mU thy =5 HA(8) X YARA 7[8h HA(9) ER

# HHO| 6-1
$ sudo netstat -tulpn

$ sudo netstat -tulpn 2>/dev/null | awk '{match($0, /:([0-9]+)/, a); if ((a[1] >= 4239
18&& a[1] <= 43390) || $0 ~ /:8000([*0-91|$)/) print $0}'

$ sudo netstat -tulpn 2>/dev/null | awk '$1=="tcp"&&($6=="LISTEN"||$6=="ESTA
BLISHED"){Ip=substr($4,index($4,":")+1);rp=substr($5,index($5,":")+1);if((Ip>=42
3918&Ip<=43390)|[Ip==8000| | (rp>=42391&&rp<=43390)||rp==8000)print}'

tcp 0 00.0.0.0:8000 0.0.0.0:* LISTEN 80002/abrtd

o Ot 2N AO| It HZE SQIBfLICE.

=
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# HHO| 6-2
$ sudo Is -1 /proc/<PID>/exe

Irwxrwxrwx. 1 root root 0 May 7 00:35 /proc/80002/exe - /home/user/control

o EXIE 7|8t =5 MA(8) EE= YARA Rule 7|t M (9)C 2 A HIALE O{EE 2HQIgL|CE,

PN|

R

im

o BPFdoor DHZIT{ZIS ZtH THEHO]| <L : 24byte(UDP, TCP) , 44byte(ICMP) , 100byte Of5H
(TCP:HTTP POST)

o TN D{Z! 27|17t Ol H|o|2E 37|
o YR AN ITACO AL HTTP 28 gt 4 : Tcp
» O} (Marker) : HTTP POST Request-URI LH Xt Zt 9909 =0l
» H|O|2E : BODYQ| Base16 C|ZY &t
o HO|ZE L OHE! A|2A(sequences), H|ZHS (password) =X

o O§Z| AJRA : UDP, ICMP( 0x7255 , ox9F4F ), TCP( 0x5293 , 0x39393939 , 0x8D6C )

. oi SEL 9l BRI s A WE THs
. OfE A EUZ Rule HE Al 2 THs Y ET (LR HE 3 HAHO Hg)
. oM T EX| > BN > HS S AT UL

% INZ] 24K : TrendMicro®|A 2748t BPF ZHIEEE] AL

o UDP I3l

Frame B0250: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on ~| @@ Bc 29 el 98 @a @0 ©c 29 @d c® 88 88 @@ 45 80 E

) )
~ Ethernet II, Src: VMware_0d:c0:08 (00:0c:29:0d:c0:08), Dst: VMware_el:95:¢ 00 34 00 00 40 00 40 11 1c 13 @5 4a @a ©a 4--@9-@ ]
Destination: VWware_el:98:8a (89:8c:29:e1:98:0a) P : 72 S5 20 ff #f I L
Source: VMware_8d:c@:88 (88:8c:29:8d:c8:88) o oo 27 of Bz =] o0 o0 just forfun

Type: IPvd (@8xB300)
[Stream index: 39)

Internet Protocol Version 4, Src: 10.18.5.74, Dst: 18.18.5.73
v User Datagram Protocol, Src Port: 33801, Dst Port: 5353
Source Port: 33801

Ceatne 32 Magic Sequences
hecksum: [ ified]
Teheckemm Status: umverifsed) (0x7255)

[Stream index: 925)
[Stream Packet Number: 1]
[Timestamps |

24 b BPFDoor Password

~ Multicast Domaln Mame System (query) .
Transaction |ID: @x7255 {J L Stfo rfu n)
Flags: ox Tandard query

Questions: 65535
Answer RRs: 65535
Authority RRs: 9999
Additional RRs: 27253
Oueries

BPFDoor 2T E HA 710|=



« ICMP Izl

Frame 184350: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on i @@ @c 29 el 95 @a 9@ Oc 29 @d @ @5 95 00 45 00 ) ) E
~ Ethernet II, Sre: VMware_0d:c0:088 (80:0c:20:0d:c0:88), Dst: VMware_el:98:8a BESS B a0 B A HI e ef 93 aa @5 4a @a @a H @@ 3
Destination: Viware_el:98:8a (09:8c:29:e1:95:0a) = 28472 55|00 ea ff ff I i

ff ff 27 ef[6a_75 73 74 66 6f 72 66 75 be|oe o8 '-just forfun
2 90 00 B0 00 00 0@ 00 ©Y 0O GO 0O 00 PO 00 88
22 22 00 80 B0 ee

Source: VMware_8d:c8:88 (80:0c:29:8d:c0:08)
Type: IPv4 {(@x0508)
[Stream index: 39)
Internet Protocol Version 4, Src: 10.10.5.74, Dst: 10.10.5.73

~ Internet Control Message Protocol
Type: 8 (Echo in request -
Crhe: o ST B Y Magic Sequences
Checksum: ®xc2dS [correct]

[Checksum Status: Good) {OX7255}

Identifier (BE): 48338 (@x9daz)

Identifier (LE): 37533 (@x929d
Semamee Muber (Bry: evea (ondzo8) BPFDoor Password
Sequence Muwber (LE): 1234 (@x@4d2) .
{Aesponzc frome: 15 (justforfun)
v Data (44 bytes)
Data 7255000Qf fFfffff270f6a757374666F 72667
[Len{th: 24]

« TCP I}3!

Acknowledgment Number: 1 (relative ack number) ~ @@ @c 29 c1 98 @a 80 Oc 29 @d cé 68 08 80 45 80 ) y E
Acknowledgment number (raw): 2674205154 80 4c 43 26 28 BB 40 B6 dS df Ga Ba ©5 22 Ba Ba - LCEGP 3
1888 .... = Header Length: 32 bytes (8) gg ": ab bec z :g z‘; :? gg ;7 Zi g: 21 e2 80 18 I d- f ’:‘ N
2 < o
;t:g;:e;g;s (PSH, “{“Maglc Sequences '”;_Ezlhe 00 @a Ba @5 4a 27 efé}n_gé_sg_;i-' R 3°-just
[Calculated windew size: 14656] s of 72 50 pleecoce o e forfun
[Window size scaling factor: sa]{OXSzgs}
Checksum: @xbeb3 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
TCP Option - Ne-Operation (NOP)
TCP Option - No-Operation (NOP)
TCP Option - Timestamps: TSval 17507714, TSecr 3529393954
v [Timestamps]
[Time since first frame in this TCP stream: 0.000398080 seconds]
[Time zince previous frame in thiz TCP ctream: 8.00de7580@ second:]
v [SEQ/ACK analysis]
[iRTT: @.000323000 seconds]
Bytes in flight: 24
[(oytes sent since loat PsH Flag: 26) BPFDoor Password
TCP payload (24 bytes) .
~ ssu rn.-mmlJt (justforfun)
Packet Length {encrypted): 52930808

Encrypted Packet: BaBaBs4a278168757 3745661 72667 56000000000
[Pirection: client-to-server]

e TCP:HTTP POST Request
o HTTP POST Request-URIO|A Ot (Marker) &f 9999 (string) ZXH =2l
v QR & UE, R < W2 2 S4 F7H00[M URI EE= User-Agent 2t &4

o BODY %2 Basel6 C|Z 5] H|0|ZEZ AL

<HTTP POST Request-URI gf>
/admin/login.aspx?id=99990
/admin_login.aspx?id=99990
/Admin/Default.aspx?=99990
/UploadFile.aspx?id=099990
fuser/admin.php?id=0099991
/uploadfiles.php?id=099991
Juploadfilm.php?id=0099991
/uploadphoto.php?id=099991
/uploadPic.php?id=00099991
/systems/login.php?i=99991

<User-Agent 2>

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/90.0.5389.90 Safari/537.36

BPFDoor 2T E HA 710|=
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BPFDoor ZIEE2{ M7 4

0

« ZEE2{(Controller)= BPFDoor0f| ZEEl THEZ H[01517| 26 AtESt= <

FII'

d
0x
_|,=‘_

L|Ct.

o M 2F(HY) Jtsdol o8z oY e iy =5 HAH(8) A YARA 7|HH HAH(9) ER

1. o|d T2 MA™H : Jusr/sbin/abrtd , /sbin/udevd , cmathreshd,
/sbin/sgaSolAgent , /usr/sbin/atd , pickup

2. BYO| 7-22 NWsto] Y P29} IRNAHO| SUCIR H(SUH B2 WY, 5

US| 2 B HIA o4

# BHO| 7-1(2 N ZZ M A SZoi R FHol)
$ sudo ps -ef | grep -E '/usr/sbin/abrtd|/sbin/udevd|cmathreshd|/sbin/sgaSolAgen
t|/usr/sbin/atd|pickup'

root 25469 3568 019:18 pts/0  00:00:00 /usr/sbin/abrtd

# HHO| 7-2(0f|Al: HIZ A 2| & T2 M[A)
$ sudo Is -1 /proc/<PID>/exe

Irwxrwxrwx. 1 root root 0 4& 29 19:19 /proc/25469/exe - /dev/shm/controller

o ZAE 7|8 x2S TAH(8) == YARA Rule 7|8t HH(9) 22 AT E EE =fQletL|LCt.

o AMILCTIAESHE BXIE IES 7|HICR, oM MUS £7| Ao M &3] ™A LICH
o YARA =77t MX[E|X| g2 StHEUAN XSO 2 of M oA et
o o o MmU Xt ME > HA(YA|) CIHEE[Z SAF - strings BH HH

242 fHZ5t0] YARA =72 24t HE 8

# HHO 8-1: ThY mA(strings) : HE AR
$ sudo strings -a -n 5 <2 ATt AZ> | grep -E 'MYSQL_HISTFILE=/dev/null|:h:d:I:



BPFDoor

s:b:t:|:f:wiunomc|:f:x:wiuoc|ttcompat'

/dev/ptmH
ttcompat

™ AZ(find), filesize : 15K~4M, M Z10] 1, "HESHX| k3"
H]: 04N 2XtE

o T

#HHO8-2: 5
# &3 A1} [oHY
$ sudo find <9 MAZ> -maxdepth 1 -type f -size +15k -size -4M -exec sh -c 'strin
gs -a -n5 "$1"|sed "s|*|$1: |"|grep -E "MYSQL_HISTFILE=/dev/null|:h:d:|:s:b:t:|:f:wi
unomc|:f:x:wiuoc|ttcompat"' _ {} \;

./dbus-srv-bin: ttcompat
./manx: export MYSQL_HISTFILE=/dev/null
./manx: :h:d:l:s:b:t:D:g:H:f:wiunomcv

o AHILE oy mMAUS MESIO YARA =712t E2 MARLICL
o MEE :[2Y3] BPFDoor YARA Rule : bpfdoor.yar
« EYLCIHEZE HH2Z YARA Z7E ALY E2 AAH Fo{JF Hdle &~ ASLICL

o Cl|HEZ| LHEO| Hio|LH2| I}US Q& = CIE AZ0|| 2ASIH MY TR

. oHNTC Uod w A7t oMLt BolE B

40
12as
<t
=
kl
r=
k

e KISAESLIZ} F2[H : https://boho.or.kr (RSHAID AT - A11817|)

Wep|aY 2SR ShRQIH RIS 2 of2fet 0] FHESMNY 0|8 £ 8l HEES S0
et HED (0I5, HESHYHY) off 2H5t0] 2ZHZof QIE U HojAtn oY R TS ES5= +=H
ot ASLICE

= M| 48z=2(3(HaliAtnel M1 F) : FEHSMMH|A HMSAte| HojAt M1 Ha

* FollAtD M0 E Ot A, SH M76=(2tEf=Z) 0 2750 11 2H Ofste| ntef = £ at

= M| 48ZolA(HsAt 1 el BN 5) : FESHUAMH[A HMSAte| HslAL 23 Xtz 273 8l
HME 27, AZ=A S


https://boho.or.kr/

* ASALD BE K2 B H BYS 91N A, S RI73E(2)0) 2H3t0] 211 0lste| H EE
2Bkl ofote] g K}

% HOHALL 2t X2 E MESHK| OtL[StAHLE HA L= HEY Al, S M76Z (e =)0l 275t
of 1d2te olste| tef =z Fat

H 48 Q| 3(HsfAt el A1 5)off et
O{0f 5tH, H|48Z= 2|4 (HBl At 2| &2
0f w2k mfohof it UK S {5t AL CHE, S 5 ME YK

[E21] BPF M A3 RE : bpfdoor_bpf.sh

a
o BPFE M¥st ZZMA HE(ZZHAE, PID, 48 A=Z) &

#!/bin/bash
echo "[*] Detecting processes with active BPF usage..."

# 1. Extract PIDs directly from ss output
sudo ss -Opb | grep -oP 'pid=\K[0-9]+" | sort -u | while read pid; do
# 2. For each PID, find the executable path
if [ -e "/proc/$pid" ]11; then
exe_path=%$(readlink -f /proc/$pid/exe 2>/dev/null)
proc_name=$(cat /proc/$pid/comm 2>/dev/null)
echo ""
echo "Process Name: ${proc_name:-Unknown}, PID: $pid"
echo " - Executable: ${exe_path:-Not found}"
fi
done

. A D

[root@localhost home]# ./bpfdoor_bpf.sh
[*] Detecting processes with active BPF usage...

Process Name: /jusr/libexec/po, PID: 21060
» Executable: /dev/shm/kdmtmpflush (deleted)

Process Name: sh, PID: 21061

+ Executable: fusr/bin/bash

Process Name: avahi-daemon: ¢, PID: 3859
+ Executable: /dev/shm/kdmtmpflush (deleted)

Process Name: NetworkManager, PID: 873 ;gé!. EE*‘"&

» Executable: fusr/sbin/NetworkManager

BPFDoor M3 E M 7t0|= 10



[E22] &AMHSL M AIRE : bpfdoor_env.sh

—

o AMILCO| JIMEDIG(PTY), &2 EXN &tH HLE MESt= Z2MA &8
#!/bin/bash

echo "echo [*] Detecting processes with BPFDoor environment variable manipulati
on..."

echo "Target : HOME=/tmp, HISTFILE=/dev/null, MYSQL_HISTFILE=/dev/null"

CHECK_ENV=("HOME=/tmp" "HISTFILE=/dev/null" "MYSQL_HISTFILE=/dev/null")

# Process scanning
for pid in $(Is /proc/ | grep -E '*[0-9]+$'); do
if [ -r /proc/$pid/environ ]; then
env_data=$(tr '\0' '\n' < /proc/$pid/environ)

match_all=true
for check_item in "${CHECK_ENV[@]}"; do

if | echo "$env_data" | grep -q "$check_item"; then
match_all=false
break
fi
done

if [ "$match_all" = true 1; then

echo "Warning: Process with all suspicious environment variables detected

(PID: $pid)"
echo" - $(ps -p $pid -o user=,pid=,ppid=,cmd=)"
echo ""
fi
fi
done

[root@localhost /]# ./bpfdoor_env.sh

echo [*#] Detecting processes with BPFDoor environment variable manipulation...

Target : HOME=/tmp, HISTFILE=/dev/null, MYSQL_HISTFILE=/dev/null
Warning:

Process with all suspicious environment variables detected (PID: 21061)
+ root 21061 21060 gmgr -1 -t fifo -u

BPFDoor M3 E MA Jt0|=



[E2!3] BPFDoor YARA Rule : bpfdoor.yar
« BPFDoor &X| : ELF_BPFDoor

e BPFDoor ZIEE2{ EtX| : ELF_BPFDoor_Controller

rule ELF_BPFDoor
{
meta:
description = "BPFDoor Malware(ELF) Detection rule"
author = "KrCERT/CC Threat Hunting Analysis Team"
date = "2025-05-06"
hash = "c7f693f7f85b01a8c0e561bd369845f40bff423b0743c7aa0f4c323d91

33b5d4"

hash = "3f6f108db37d18519f47c5e4182e5e33cc795564f286ae770aa033721
33d15c4"

hash = "95fd8a70c4b18a9a669fec6eb82dac0baba9236ac42a5ecde270330
b66f51595"

hash = "aa779e83ff5271d3f2d270eaed16751a109eb722fca61465d86317e03b
bf49e4"

ver = "1.1"

strings:
$pty_1 = "/dev/ptm"
$pty_2 = "ptem"

$pty_3 = "Idterm"
$pty_4 = "ttcompat"

/[ for (i = OxA597; i <= OXAQ7E; ++i)

$bind_port_1 = {C7 45 ?? 97 A5 00 00 EB}
$bind_port_2_1 = {83 45 ?? 01 817D ?? 7E A9 00 00 7E}
$bind_port_2_2 = {817D ?? 7E A9 00 00 7E}

/] v1.1 : added new pattern "PS1=[\\u@\\h : "

$ps1={C685???? FFFF50C685?? ?? FFFF 53 C685???? FFFF31C6 8
5???? FF FF 3D C6 85 ?? ?? FF FF 5B C6 85 ?? ?? FF FF 5C C6 85 ?? ?? FF FF 75
C6 85???? FF FF 40 C6 85 ?? ?? FF FF 5C C6 85 ?? ?? FF FF 68}

/1 v1.1 : bpf filter modify (dbus, hald, trend-B, Trend-E)

$bpf_filter_1 = {B1 00 00 00 OE 00 00 00 48 00 00 00 16 00 00 00 15 00 ?? ??
?? 2?2 00 00 15 00 00 07 01 00 00 00 28 00 00 00 14 00 00 00 45 00 (11|1A) 00 FF
1F 00 00}

$bpf_filter_2 = {07 00 00 00 00 00 00 00 (40|48) 00 00 00 00 00 00 00 02 0
0 00 00 (00/01/03) 0100 00 00 00 00 00 00 ?? ?? 2? 2?2 02 00 00 00 (01/02|04) 0
0 00 00 6100 00 00 (01/02|04) 00 00 00}

BPFDoor M3 E MA Jt0|=



BPFDoor 24

$bpf_filter_3 = {07 00 00 00 00 00 00 00 40 00 00 00 OE 00 00 00 15 00 00
0139 39 39 39 06 00 00 00 FF FF 00 00 06 00 00 00 00 00 00 00}

$bpf_filter_4 = {48 00 00 00 10 00 00 00 15 00 01 00 BB 01 00 00 15 00 00 01
16 00 00 00 06 00 00 00 00 00 04 00 06 00 00 00 00 00 00 00}

/1 15*AYbs@LdaWbsO

$md5_salt = {C6 45 ?? 49 C6 45 ?? 35 C6 45 ?? 2A C6 45 ?? 41C6 45 ?? 59
C6 457?762 C6 457?73 C6 457?40 C6 457?77 4C C6 457?764 C6 457??61C6 45
?? 57 C6 45?7 62 C6 45 ?? 73 C6 45 ?? 4F}

// amgr -I -t fifo

$pname = {C6 ?? ?? ?2? FFFF 71C6 ?? ?? ?? FFFF 6D C6 ?? ?? ?? FF FF 67 C6
MW FFFF 72 C6 ?????? FF FF 20 C6 ?? ?? ?? FF FF 2D C6 ?? ?? ?? FF FF 6C
Ce?7??7???FFFF20C67??????FF FF 2D C6 ?? ?? ?? FF FF 74 C6 ?? ?? ?? FF FF
20C6 ???2? ?? FF FF 66 C6 ?? ?? ?? FF FF 69 C6 ?? ?? ?? FF FF 66 C6 ?? ?? ?? FF
FF 6F}

$solaris_1 = "(udp[8:2]=0x7255) or (icmp[8:2]=0x7255)"
$solaris_2 = "HISTFILE=/dev/null"
$solaris_3 = "MYSQL_HISTFILE=/dev/null"

condition:

uint32(0) == 0x464C457F and

(
(all of ($pty*) and (2 of ($bind_port*) or $ps1)) or // v1.1
((all of ($pty*) or $ps1) and 2 of ($bind_port*)) or // v1.1
(1 of ($bpf_filter*)) or
($md5_salt or $pname) or
(all of ($solaris*))

rule ELF_BPFDoor_Controller
{
meta:

description = "BPFDoor Malware(ELF) Controller Detection rule"

author = "KrCERT/CC Threat Hunting Analysis Team"

date = "2025-05-06"

hash = "93f4262fce8c6b4f8e239¢35a0679fbbbb722141b95a5f2af53a2bcaf
ededdic"

hash = "1925e3cd8a1b0bba0d297830636cdb9ebf002698c8fa71e006358120
4f4e8345"

hash = "591198c234416c6ccbcea6967963ca2¢ca0f17050be7eed1602198308
d9127c78"
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ver = "1.1"

strings:

// v1.1 : added new pattern

$pname = /\/usr\/sbin\/[a-z]{2,8}/

$str_1 = "[-] option requires an argument -- d"
$str_2 = ":h:d:l:s:b:t:"

// mov cs:magic_flag, 5571h
$magic = {C7 05 ?? ?? 2?2 00 71 55 00 00}

$env_1 = "export TERM=vt100"

$env_2 = "export MYSQL_HISTFILE=/dev/null"
$env_3 = "export HISTFILE=/dev/null"

$env_4 = "unset PROMPT_COMMAND"
$env_5 = "export HISTSIZE=100"

condition:

uint32(0) == 0x464C457F and
($pname or 1 of ($str*)) and $magic and (all of ($env*))
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